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HO SO NANG LUC - 2026

Céng ty C6 phén An ninh mang Suntech Viét Nam — tich hop ' ‘
CNTT, loT & Al va an ninh mang, do ngugi Viét nghién ctiu va
san xudt.

CONG TY CO PHAN AN NINH MANG SUNTECH VIET NAM



@
O

MUC LUC

NGi dung ho so

01

Tong quan Suntech Viét Nam

Thanh 1ap 2015 - ndng luc va déi ngl

03
San pham & giai phap
Tich hgp CNTT - loT, Al - An ninh mang

SUNTECHCYBER
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02
Khach hang tiéu biéu
Chinh ph - Gido duc, Y té& - Tai chinh - Doanh nghiép

04
Lién hé

Théng tin phdp nhan va dau méi lam viée

YOUR DATA, OUR DUTY
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TONG QUAN

Muoi nam trong linh viic CNTT,
chuyeén trong tam sang an
ninh mang

o1 Tich hgp hé théng CNTT, vién thdng; nghién ctiu va phdt trién
s&n phdm Ung dung loT, Al.

92 Tu vén va cung cdp gidi phdp tich hap téng thé vé an
ninh mang.

03 Sd&n xudt sédn phdm phan mém va thiét bi loT.

04 Lam chd nhiéu cong nghé vé IoT, Al va an ninh mang — gidi phdp
made in Viét Nam.

SUNTECHCYBER
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2015

NAM THANH LAP

5-20+

NAM MOI KY SU

10 nam

KINH NGHIEM CNTT

03

TRU COT GIAI PHAP

TONG QUAN
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s MENH & GIA TRI COT LOI

TIN i -

Tr& thanh doanh nghiép céng nghé hang déau Viét Nam — o 2
lam chli cdng nghé thay vi phan phai lai, dua ra thi trudng
nhiing gidi phdp made in Viét Nam. )

Moi cam két ctia ching t6i déu gdn véi modt con sé hodic mot
khdch hang dé trién khai.

SUNTECHCYBER YOUR DATA, OUR DUTY
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KHACH HANG TIEU BIEU

Bon khoi khach hang

01 02

Khéi Chinh phu Khéi Giao duc, Y té
Cuc Xudt ban quéc gia Dai hoc Vinh

UBND phudng, xa BV Hitu nghi Viét buc
Trung tdm hanh BV Dqihoc Y

chinh cong BV Thanh Nhan Ha Noi

SUNTECHCYBER

03
Khéi Tai chinh

VietinBank
NCB
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04

Khéi Doanh nghiép

Viettel
MobiFone

KHACH HANG



SAN PHAM & GIAI PHAP

Batru cot giai phap

01
Giai phap tich
hop CNTT

Trung tdm dit liéu va phong may
cht - Bénh vién thong minh - D6
thi théng minh - Giao théng
théng minh (ITS)

DELL - HP - CISCO - VMWARE - FORTINET

SUNTECHCYBER

02
Giai phap loT & Al

Gidm sdt ha tdng phong mdy
cht - Phat hién chdy khéi khéng
ddy - Al Kiosk hanh chinh cong -
Gidm sdt nhiét do, d6 dm

NGHIEN CUU & SAN XUAT TAI VIET NAM
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03
Giai phap An ninh mang

Ra quét va qudn tri nguy co -
Gidm sat tai sén khong gian
mang - PCAudit - Hé théng gidi
mé& mat khdu

TRONG TAM HIEN NAY

SAN PHAM & GIAI PHAP
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Giéi phap tich haop CNTT

Tich hgp CNTT Il& thé manh hang déu ctia Suntech Viét Nam. V4i
ddi ngii nhiéu n&dm kinh nghiém, ching tdi mang tdi cho khdch hang
chat lugng dich vu tét nhat.

SUNTECHCYBER PHAN 01 / 03
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HA TANG CNTT - 01

Trung tam di’liéu va phong
may chu

Tu van, thiét k& va cung cdp thiét bi CNTT cho trung
tam dir liéu, phdng mdy chd clia khéi Nha nudc, tai
chinh — ngdn hang va doanh nghiép tu nhan.

DELL HP CISCO VMWARE FORTINET

SUNTECHCYBER

KHACH HANG TIEU BIEU
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Cuc Xudt ban quéc gia - Pai hoc Vinh - VietinBank

-Viettel - MobiFone

TICH HOP CNTT
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HA TANG CNTT - 02

Bénh vién thong minh

Bénh vién théng minh cén két ndi toan bé phan mém nghiép vu
— EMR, HIS, LIS, PACS — trén mdt ha tdng CNTT dd manh va dd
théng minh dé dadm béo hiéu néng van hanh.

EMR HIS LIS PACS

DA TU VAN HA TANG
Bénh vién Hiru nghi Viét Buc - Bénh vién Bagi hoc Y - Bénh
vién Thanh Nhan Ha No6i

SUNTECHCYBER
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TICH HQP CNTT
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HA TANG CNTT - 03

DO thithong minh

Cung xu hudng chuyén déi s6 trong quén ly d6 thi, Suntech
Viét Nam tu vén va cung cap cdc gidi phdp:

01 Trung tdm chi huy ctu nan, ctu ho.

92 Ung dung khoa hoc, cong nghé méi vao qudn ly va diéu
hanh thanh phé: kinh té&, x& hoi, hanh chinh, an ninh,
moi trudng.

SUNTECHCYBER
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TICH HQP CNTT
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HA TANG CNTT - 04

Giao thong thong minh

Suntech Viét Nam |a nha tich hgp gidi phdp ITS clng cdc hdng
phan mém va phan ciing théng dung trén thé gidi. VIVOTEK

VAXTOR UNISEM DAHUA HIKVISION

SUNTECH VIET NAM TICH HQGP CNTT
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GiaiphaploT & Al

Suntech Viét Nam lam chd nhiéu céng nghé va truc tiép cho ra
d&i nhitng s@n phdm mang tinh tng dung cao, gidi quyét cdc
ba&i todn khé va thuc té clia khdch hang.

SUNTECHCYBER
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PHAN 02 / 03



IOT & AI - 01
Giamsathatang CNTT
phong may chu

> @
Théng s6 mdi trudng va trang thdi thiét bi trong phong
mdy chi phéi dugc ddm bdo & muc cao, tranh su cd
&nh hudng nghiém trong tdi hoat déng ctia té chic.

TIEU CHUAN

Gidm st theo tiéu chudn quéc té, thiét bi va
phan mém made in Viét Nam.

UPS PCCC MOI TRUGNG MAY CHU THIET BI MANG

CONTAINERS
MAY AD
HE THONG

THEO DOI
TAP TRUNG

P
(&)
T

A

UNG DUNG

13 / 24




IOT & AI - 02

Phat hién va canh bao chay,
khéi khong day

Suntech Viét Nam Ung dung loT va tri tué nhan tao
dé phdt hién nhanh chdy, khoi tir chinh cdc camera
sén cé.

SUNTECHCYBER
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Tu dong phat hién khoi, chdy trong pham vi camera

gidm sat.

Tich hgp cdc cdm bién chdy, khéi khéng day.

GUi cdnh bdo tic thdi vé trung tdm gidm sat, bdo

déng tai chd va ing dung di déng.

Tu doéng xdc dinh vi tri chdy, khoi.

Tich hgp dugc véi da sé camera cé sdn trén
thi trudng.

IOT & AI



IOT & AI - 03

Al Kiosk phuc vu
hanh chinh cong
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Chuyén dé&i s6 cdn dudc trién khai tif nhitng bai todn thuc té.
Suntech Viét Nam cho ra d&i gidi phdp kiosk ting dung Al hd

trg dich vu hanh chinh cong.

Chuyén doi so6 toan dién - Nang cao

Giam 80% thai gian

trai nghiém ngudi dan

8.5/10 hai long

01

Nhdn dién va dinh danh
dién t&r cong dén qua
CCCD gdn chip, mé QR
hodc nén tang dinh
danh s6 quéc gia.

02

Trg ly Al giao tiép va
ggiy chinh xdc dich
vu cong ma ngudi dan
can lam.

03

Tu ddng dién biéu mau
theo yéu cau, céng
dan chiviéc ky va
hoan thanh.

04

Gidm tdi cho cdn bg,
ndng cao hiéu qué va
tinh minh bach trong
xualy.
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IOT & AI - 04
Giam sat nhiét do, do am
khéng day
-0
Gidm sdt lién tuc 1 yéu céu thiét yéu tai tram bién dp, kho

dugc va kho lanh. Suntech Viét Nam lam chi céng nghé va
cung cdp gidi phdp do Viét Nam sén xudt.

01 CAm bién khéng ddy, loai cé pin va khéng can pin.

02 Gidm sdt lién tuc thanh cdi, ti€p diém, MBA, dao cdt, day
dén trong TBA.

03 Tu ddng phan tich, canh bdo theo kich bén va xuét bdo
cdo dinh ky.

04 Luu trif va vé biéu dé theo phut, ngdy, thdng, ném.

95 Qudn ly tap trung cdc diém gidm sdt trén ban dé s

truc quan.
SUNTECHCYBER IOT & AI
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Giai phap Anninhmang e

Rdi ro an ninh mang thudng truc va gay hdu qué khong thé
ludng trudc vai té chiic, tham chi vai quéc gia. Suntech Viét ":f ‘
Nam chd ddng nghién clu, lam chl va cung cép cdc gidi phdp
an ninh mang.

SUNTECHCYBER
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VULNERABILITY MANAGEMENT

Ra quét va quan tringuy coan
ninh mang

> @
Hé théng cho phép Qudn tri biét toan bd hé théng mang
c6 nhitng 16 héng ndio ma tin téic co6 thé khai thac dé
xam nhdp.

o1 Cénh bdo chi tiét vé nguy cd, mé ta 16 héng, mic do
anh hudng va gidi phdp stra chira.

92 Trich xudit bdo cdo theo tiéu chudn quéc té dugi dinh
dang Word, Excel, PDF.

MOT CUOC TAN CONG MANG CUA HACKER

03 Diéu chinh ludng v& ndi dung bdo cdo theo ndng luc
quan tri hé théng tai Viét Nam.

KHAC BIET

Viét hod mé téd & mic cao nhdt — nhan vién IT khéng co

chuy&n mon vé ANM van hiéu va tu thuc hién stra chira.
%UNTECHCVBER
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Hai mo hinh raquét

01 - RA QUET HE THONG NOI BO 02 - RA QUET WEBSITE, DICH VU CONG KHAI

O

ADMIN

8
E=n

THIET B] DANH GIA
AN NINH MANG NOI BO
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ATTACK SURFACE MANAGEMENT

Giam sat, quan |y va u’ng Su,an 1y toan gi'énhbé mt tdin cong bén ngoélli: phdt hicéin',
z 2 = > ~ ~ iém sodt va ddnh gid uu tién tat cda tai san lién quan dén
pho tai san tréen khong e N
) an ninh quéc gia — mad rong giam sat ra toan bo khong
g|a.n mang gian mang todn cau.

D e e
v)\‘ BigEyes

Téng s6: 4,616,579 |
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NANG LUC NEN TANG

Nam nhém nang luc

01 Do quét quy mé Idn — thu thap IP, tén mién, dich vu, hé diéu
hanh trén toan bo khéng gian mang.

Quan ly

Heé thong Quan ly Tru

02 Phdt hién 16 hdng — thiét bi mang, tng dung web, ca s& dir
liéu va hé diéu hanh, két hop dir liéu tinh bdo.

Thu thap
dorligu ATTT

03 Kiém thir xdm nhap — ddnh gid mic d6 nghiém trong va khé
ndng tdn céng thuc té.

o2 An danh — proxy néi bo va bén ngodi gitp do quét phdn tdn,
trdnh bi phdt hién.

05 Hé théng gidm sat — qudn ly trung tdm luu trir, phan tich va
truc quan hod toan b6 tai sén.




PCAUDIT

Kiém trachinh sach ATTT cho
may tinh

Phan mém duy nhdét tich hgp trong USB an todn dé
kiém tra, ddnh gid toan dién mdy tinh — thao tdc mot
lan bam, ca déng, in bdo cdo ngay tai hién trudng.

100 may - 30 phut

THOI GIAN KIEM TRA TOAN BO HE THONG

WINDOWS UBUNTU PORTABLE GIAO DIEN TIENG VIET

SUNTECHCYBER

01

02

03

04
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Ra quét, phdt hién va xtr ly ma doc.

Rd& quét 16 héng va ban vé phdn mém, hé diéu hanh.

Thu thap processes, services, hardware, devices dé
d6i chiéu chinh sach ATTT.

Thu thdp tép nghingd la ma déc APT; qudn ly toan bd
lich st kiém tra.

AN NINH MANG
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PASSWORD RECOVERY

Hé thong giai ma mat khau

01

02

03

04

Chién lugc gidi mé thdng minh: thir nghiém nhiéu phuong
dn ma hod cho t&i khi thanh cong.

T6i uu phan ciing hiéu ndng cao, k&t hgp nhiéu GPU cao
cdp dé tdng tdc gidi ma.

Qudn ly vé tuy bién kho tUr dién, thudit todn gidi ma.

Qudn ly tdi liéu va mat khdu dé gidi mé; van hanh qua
giao dién web.

SUNTECHCYBER
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CONG TY CO PHAN AN NINH MANG SUNTECH VIET NAM
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- TRU SO
S6 9 ngd 387 Vii Téng Phan, Phudng Khuang Pinh, Ha Noi
[ | > DIEN THOAT
Xincamon o« «w
EMAIL
- @

info.suntechvn@gmail.com

YOUR DATA, OUR DUTY L . A R
MA SO THUE THANH LAP

0106808647 01/04/2015




